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Abstract: The widespread adoption of Unmanned Aerial Vehicles (UAVs) has been driven by recent technological advancements, enabling their
deployment in many diverse operations and missions previously considered infeasible in both military and civilian applications. UAVs
communicate with ground stations through wireless systems, which are inherently vulnerable to Jamming Attacks (JAs) threats. This security
threat poses a significant challenge as it can block legitimate control signals from reaching the UAV’s receiver, potentially leading to a loss of
control or even a crash. This paper presents an overview of Jamming Attack Detection (JAD)and mitigation schemes in UAV communication
networks. The study reviews and analyzes approaches and results from 82 research papers published between 2008 and 2025 highlighting the
state-of-the-art in JAD and mitigation strategies. Based on the identified shortcomings and emerging trends in UAV wireless communication
security, the paper proposes key directions for future research.

Keywords: Unmanned Aerial Vehicle, Jamming Attack, Jamming Attack Detection, Jamming Attack Mitigation, Wireless Communication

Networks

1. Introduction

Owing to their low setup and maintenance costs, wide coverage
areas, and relative ease of deployment, Unmanned Aerial
Vehicles (UAVs) have become widely popular for use in
applications such as in agriculture, law enforcement,
entertainment, and disaster management [1 - 2]. Additionally,
UAVs have recently been deployed in wildlife conservation,
pipeline inspection, surveillance, and in search-and-rescue
operations [3 - 9]. According to the Federal Aviation
Administration (FAA), the UAV industry is expected to
generate more than 82 billion USD in revenue and create over
100,000 new jobs over the next decade, in the United States
alone [10]. Furthermore, by 2030, annual global spending on
UAVs is projected to approach 102.4 billion USD, representing
a Compound Annual Growth Rate (CAGR) of 19.6%, up from
19.7 billion USD in 2020 [11]. The growing global demand for
UAVs is expected to continue, especially with their integration
into wireless communication systems such as fifth-generation
(5G) cellular networks [12]. Although UAVs were originally
developed for military purposes, they are now extensively used
for an almost limitless range of civilian applications [13].

Military organizations worldwide are increasingly relying on
UAVs asa primary means of collecting intelligence, conducting
surveillance and reconnaissance missions, and engaging in
armed combatoperations[13]. Compared with manned aircraft,
UAVs offerseveral advantages for military missions, including
lower procurement costs, ease of operation requiring minimal
technical skills or training, the ability to sustain long-duration
missions without being constrained by the endurance of human
aircrews, and the elimination of personnel risk from injury,

capture, or death [14, 15]. The majorareas of application of
UAVs are illustrated in Figure 1.
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Fig. 1 Major Areas of Application of UAVs

Since UAVs rely on wireless communication systems for
remote control operations between the UAV and a ground
operator via dedicated Radio Frequency (RF) bands, typically
operatingat 2.4 GHz and 5.8 GHz [16], they are vulnerable to
security threatsand data exploitation if there are no measures to
adequately secure the communication links. Because UAV
control is mediated through the RF channel, an attacker could
disrupt operations by jamming the network, transmitting
malicious noise signals in order to cause a Denial-of-Service
(DoS) condition [17 - 18]. Numerous studies have proposed
various Jamming Attack Countermeasure (JAC) schemes to
address this challenge [19 - 25]. These schemes range from
channel hopping technique, that involves a rapid switching of
communication channels, to the more complex game theory-
based technique that deploys players (attacker and defender)
and reward approach to mitigate attacks. This paper reviews
some of the important research findings over the last two
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decades, explores the current solutions to the detection and
mitigation of jammingsignals, identifies existing research gaps,
and proposes feasible solutions to the identified gaps. In the
remaining part of the paper, Section 2 discusses the UAV’s
basic wireless communication links and explains jamming
techniques and their effects on UAV networks. Section 3
reviews existing Jamming Attack Detection (JAD) methods and
JAC schemes. Section 4 outlines key future research directions,
and Section 5 presents the study’s conclusion

2. UAV Wireless Communication Links

The UAV’s wireless communication networks offer
unparalleled flexibility and convenience but come with
challenges related to reliability, security, and performance. The
security and reliability of UAV wireless communication links
are vital for efficient and safe flight operations [26]. These
wireless links are responsible for transmitting RF signals
(command, control, telemetry, navigation,and payload signals)
between the Ground Control Station (GCS) and the UAV
system. The main types of wireless links typically used during
UAV operations are: Command and Control (C2) link,
telemetry link, payload data or video link, Satellite
Communication (SATCOM) link, RF link and cellular network
link. The C2 link transmits control and commands signals from
the GCS to the UAV and receives flight status from the UAV
remotely. The telemetry link sends real-time data about the
UAV’s flight parameters and system status (e.g., altitude,
distance, battery level, flight time) back to the GCS. Payload
data link transmits data collected by the UAV’s sensors and
payloads(e.g., cameras, thermalsensors)to the GCS for further
processing and necessary actions depending on potential areas
of application. The video link transmits live video feeds from
onboard cameras to the GCS for real-time monitoring. The
SATCOM link provides the UAV’s long-range communication
capabilities beyond the line of sight. The RF link provides short
to medium-range communication for C2, telemetry, and video.
The cellular network link utilizes existing 4G/5G cellular
networks to provide UAV’s communication links [27]. Despite
the importance of these wireless communication links in UAV
operations, they are vulnerable to the threats of JA. Figure 2

presents the illustration of UAVs wireless communication links.
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Fig.2 TheIllustration of UAVs Wireless Communication Links

2.1 Intelligent Jamming Techniques vAv

Communication Links
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Jamming of wireless communication channels remains one of
the most widely employed strategies to disrupt UAV operations
across both military and civilian applications [28]. The earlier
jamming methods, which depended on accurate signal
recognition, parameter extraction, and synthetic generation of
jamming signals, faced several obstacles. These obstacles
include the difficulty of reliably identifying UAV control
signals and the complexity involved in designing and
transmitting effective jamming waveforms. To overcome these
shortcomings, recent research has shifted toward intelligent
jammingapproachessupported by advanced signal processing.
Such techniques are capable of providing continuous
performance evaluation and adaptive feedback, enabling them
to respond effectively to the dynamic conditions of UAV
communication environments [28].

The growth of modern computational power and the
development of Machine Learning (ML) technologies has
further accelerated this progress [29 - 32]. In particular, Al-
driven methods are now able to autonomously select the most
suitable jammingstrategy by analyzingavailable options within
waveform libraries. Recent advances also highlight the use of
Convolutional Autoencoders (CAEs) [33 - 35], which can
generate jamming signals without needing detailed prior
knowledge of the target communication link. This capability
improves flexibility and effectiveness of jamming signals in
hostile environments. Furthermore, combining CAEs with deep
residual network modules has been shown to enhance the
robustness of jamming signal generation, especially in highly
complex and adaptive communication scenarios [28]. Figure 3
presents the system model for generating jamming signal
waveforms using the complex convolutional autoencoder.

Another notable threat to the operation of UAVs is the Global
Positioning System (GPS) or Global Navigation Satellite
System (GNSS) jamming and spoofing attacks. Modem
autonomous systems and devices, including the UAV system,
rely on GPS/GNSS for positioning, navigation and timing
operations. This dependency makes the UAVs susceptible to
GPS spoofing and JAs [36]. In order to validate this assertion,
the authors in [37] evaluated the vulnerabilities of UAVs to
GPS jamming and spoofing attacks. The evaluation was
conducted for2 commercial UAVs: Osman X28 and CSJS167.
The results obtained showed that UAVs are susceptible to GPS
jamming and spoofing even at relatively low power levels of
interference. Similarly, the study in [38] examined the diverse
jamming and spoofing scenarios, evaluating their impacts on
the precision and stability of UAV navigation. The results
indicate that UAVs experience significant operational
interruptions even when subjected to high magnitude pulse
waveform jamming and spoofing signals, resulting in loss of
location, trajectory errors, and reduced autonomy.

Generally, Jamming Techniques (JTs) in wireless networks can
be divided into two broad classes: continuous jammers and
intermittent jammers [39]. Continuous jammers emi a
persistent, high-power signal or noise on the same channel as
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the legitimate communication, thereby overwhelming and
degrading all transmissions within that band [40]. Variants of
continuous jammers include narrowband, broadband, barrage,
single-tone, multi-tone, and frequency-sweeping designs.
Intermittent jammers, in contrast,do not transmit continuously
but instead disrupt communication links at specific intervals.
By alternating between active jammingand silent phases, they
are able to conserve energy and reduce the chance of being
detected [41]. Common examples of this type include pulse
jammers, reactive jammers, and random jammers. Figure 4
illustrates the broad classification of JTs.
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2.3 Effects of Jamming Attacks on UAV Wireless Operations

The Jamming Attacks (JAs) in UAV’s communication network
involve deliberately interfering with the radio signals used for
wireless communication between the remote GCS and the UAV
by the adversary’sjammer. By consistently interfering with the
communication, an attacker can cause a DoS problem, thus
preventing the UAV from receiving commands orsending data,
resulting in adverse outcomes such asloss of control, data loss,
mission failure, or even a crash [26]. The effects of JAson UAV
wireless networks are summarized under security risk, network
reliability, and performance measures and discussed as follows:

a. Security Risk: JA threats introduce profound security risks
in UAV’s wireless communication networks by undermining
the basic functionality of signaltransmission and reception. The
most immediate risk is signal interference, where adversarial
RF signals overlap with legitimate signals, causing distortion
and preventing successful demodulation at the receiver. This

compromises the confidentiality and integrity of the UAV
communication since corrupted signals can result in false data
interpretation and hinder secure operations[7]. In addition, JA
signals often induce congestion by overwhelming the
communication channel with continuous or periodic jamming
signals, thereby preventing legitimate users from competing for
channelaccess. This DoS condition disrupts the availability of
wireless services, particularly in dense environments where
spectrum demand is high [18]. Another serious security risk is
signal masking, where a jammer deliberately mimics
background noise or overlays malicious transmissions in such a
way that legitimate RF signals become indistinguishable from
interference. This makes it difficult for UAV receivers to
recognize the presence of legitimate communication, thereby
providing cover for adversarial actions such as unauthorized
access or JAs [9]. Furthermore, the process of JAD itself
remains a significant challenge in UAV communication.
Advanced JA signals or techniques can emulate environmental
noise or apply low-power intermittent emissions, thereby
evading conventional intrusion detection systems that rely on
energy thresholds or signal anomaly detection [45]. This
stealthy nature complicates real-time detection and mitigation,
ultimately leaving UAV wireless networks vulnerable to
persistent and sophisticated threats.

b. Network Reliability: The reliability of wireless
communication networks is highly sensitive to disruptions
introduced by JA signals. One of the primary impactsis latency,
which increases substantially as communication nodes are
forced to perform repeated retransmissions due to corrupted
frames and failed acknowledgments. In latency-critical
applications such as in UAV operations, vehicular
communication systems, and industrial automation, excessive
delay can lead to mission failure, loss of synchronization, or
even safety hazards [47]. Channel saturation is another key
effect, occurring when adversaries deliberately occupy a
communication channel with continuous or high-duty-cycle
jammingsignals. In such scenarios, legitimate users are unable
to access the spectrum, resulting in extended queuing delays,
inefficient medium utilization, and compromised service
quality [26]. This saturation is particularly detrimentalin multi-
user wireless networks, where fairness and coordinated access
mechanisms depend on the availability of idle channels.
Additionally, bandwidth degradation arises when a portion of
theusable spectrum is rendered inaccessible due to interference
from jamming signals. This reduces the effective channel
capacity available for legitimate communication, forcing
devices such as UAVs to operate under constrained conditions
or to switch to less efficient frequency bands [59]. Such
limitations not only degrade throughput but also destabilize the
continuity of wireless services, leading to wunreliable
communication performance.

c. Performance Measures: The performance of UAV wireless
communication systems deteriorates drastically under the
influence of JA signals. A direct consequenceis the escalation
ofthe BER, asjammingsignals corrupt the modulation process
and disrupt synchronization between GCS (transmitters) and
UAV (receivers). Higher BER results in frequent frame
retransmissions, consuming additional bandwidth and power
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resources [56]. This inefficiency is compounded by packetloss,
where legitimate data packets fail to reach their intended
destinations due to collisions oroverwhelming interference. For
delay-sensitive applications such as UAV operations, packet
loss leads to degraded service quality, communication
breakdowns, and operational instability. The reduction in
throughput is another critical effect of JAs. Since more
bandwidth is consumed by corrupted transmissions and
retransmission attempts, the overall data delivery rate declines
sharply underjamming. This reduction is particularly damaging
in scenarios requiring high data rates, such as multimedia
streaming, UAV surveillance, or real-time sensor networks.
Furthermore, JA directly threatens network connectivity, as
persistent attacks can cause link disruptions, isolate network
nodes, or partition communication clusters into disconnected
fragments. This not only reduces system availability but may
also lead to complete network collapse in mission-critical
operations. The cumulative impact of increased BER, packet
loss, reduced throughput, and degraded connectivity underscore
the vulnerability of UAV wireless systems to performance
inefficiencies induced by JA signals [75]. The summary of JTs
and their effects on UAVs wireless communication networks
are presented in Table 1.

3. Related Studies on JAD and JAC Strategies in UAV
Wireless Network

Achieving a secure UAV communication against JAs usually
requires a two-step process: detection and mitigation. The
following sections present a comprehensive review of existing
studies on JA detection and the proposed mitigation strategies,
highlighting the major research contributions and limitations.

3.1 JAD Strategies

In order to mitigate JAs in UAV’s wireless networks, several
JAD approaches have been suggested [26, 27, 41 - 50]. The
majority of the reviewed studies on JAD can be broadly
classified into: (i) analytical detection techniques, (i) ML
detection techniques, and (iii) hybrid detection techniques.

a. Analytical Detection Techniques: These techniquesinvolve
the monitoring of communication performance metrics such as
Signal-to-Noise Ratio (SNR), Received Signal Strength (RSS),
Packet Send Ratio (PSR), and Packet Delivery Ratio (PDR)
among others, to detect JA signals. For instance, the study in
[41] deployed a JAD scheme that leverages network parameters
along with additional metrics to distinguish between
unintentional interference and JAs, thereby reducing false-
positive alarms. Evaluation results demonstrated high accuracy
due to an adjustable threshold value. However, the method’s
performance against sophisticated JAs was not assessed.
Similarly, the authorsin [42] developed an RSS Index-based
Transmission Power Control (RSSITPC) algorithm to classify
JAs and legitimate wireless signals based on the voltage levels
in received signals. Their results indicated an improved
detection accuracy and effectiveness, outperforming other
widely used strategies in comparative performance analysis.
The approach was not evaluated under scenarios involving
multiple or deceptive attackers. Furthermore, the authors in [43]

examined the negative influence of JAs on Wi-Fi networks and
proposed an instantaneous detection solution capable of
monitoring multiple channels simultaneously. Network
parameters such as PDR, RSSI, throughput, and latency were
tracked. JAs were found to degrade these parameters
significantly, corrupting delivered packetsand elongated delay
times. As a result of these identified anomalies, the proposed
JAD method achieved high performance accuracy even against
intelligent jammers, while maintaining minimal computational
and storage requirements. Although the approach is suitable for
deployment on mobile wireless devices such as UAV, the
impact of weather conditions or other environmental
interference on detection performance was not evaluated.

b. ML Detection Techniques: Using signal quality parameters,
a number of studies have demonstrated improved JAD
performance by relyingon the advanced computational strength
of ML and Al technologies. For example, the authors in [44]
investigated ML-based JAD using both measured and simulated
Radio Signal Strength Information (RSSI) data. The reported
results show that when using RSSI alone, the JAD detection
accuracy was 98.6% and 89.7% for simulated data and real-
world network data, respectively. Also, the multi-path profile
information approach forJAD wasalso evaluated. By including
more features in the JAD, the accuracy was improved
significantly over the RSSI-based detection. The latter strategy
achieved 99.01% accuracy on simulated data with no overhead
or communication cost; however, the real-world performance
was not assessed. Also, the authorin [45] combined ML and
time series data for a practical anomaly detection system
onboard a UAV to detect unintentional interference, spoofing
and JA signals. While the proposed two-level algorithmic
approach accurately confirmed the presence of anomaly as
either JA or spoofing attack, its practical implementation is
hampered by the complexity of the design and the difficulty of
deployment. The authors in [46] proposed a ML approach to
detect and categorize 4 types of JAs in UAVs communication
networks. The B210 Software Defined Radio (SDR) was used
to implement each JA type and deployed against Orthogonal
Frequency Division Multiplexing (OFDM) used in UAV
communication network. The performance evaluation result
showed 92.2% confidence in JAs detection and classification.
However, sophisticated jammer types such as reactive and
deceptive jammers were not considered. The difficulty in
addressing the problem of reactive and deceptive jammers is
due to the complexity and impracticability of implementation
since UAVs are constrained in terms of onboard power, weight,
and size. In [26], a lightweight ML approach (LightGBM) was
deployed on UAV networks to detect JA signals. The results of
the performance evaluation show thatalthough the LightGBM
approachusesabouthalfthe memory sizeandis21 times faster
during the prediction than Random Forest and Gradient Boost,
it attained a JAD accuracy of 98.4% which is only slightly lower
than both Random Forest and Gradient Boost with 98.8% and
99% accuracies, respectively. The authors in [47] proposed a
relatively shallow 5-layer CNN-based JAD model foruniversal
jamming signals detection in UAV wireless networks. The
study deployed 5 different jammertypes actingindividually and
then together in multiple combinations on legitimate UAV -
controller communication signals in a simulation environment.
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Table 1. Summary of JTs and Effects on UAVs Wireless Network
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Theresults of the performance evaluation demonstrated that the
CNN-based modelattained 98% JAD accuracy with a detection
latency of 5 ms, which is superior to some selected pre-trained
ML algorithms. In addition, the results from an ablation study
show that the convolutional layer is the most relevant
component of the JAD model as the performance degraded
from the baseline value 0f98% to 65.3%, when removed. Also,
the results revealed that the model relies on signal-relevant
features in order to make a detection decision. However, real-
world performance of the JAD modelwas not assessed, but the
model’s reduced computational cost and fast detection time
make it a potentially viable solution to the challenges of JA
threats in UAV systems.

c. Hybrid Detection Techniques: The deployment of multiple
JAD strategies known as ensemble, combined or hybrid
techniques have been explored aiming to improve the detection
accuracy. The authorsin [48] presented an ensemble of ML and
deep leaming (DL) models (SVM-CNN) to detect JA signals in
wireless network communication. While the results of
experimental evaluation demonstrate the efficiency of the
ensemble JAD model with 99.74% detection accuracy, the
complexity and computational cost signified serious challenges.

Similarly, the authors in [49] presented 2 combined strategies
to detect JAs in UAV networks: time series and DL strategies.
The time series-based approach for jamming signal detection
employed the signal trend, seasonality, and residues, while the
DL strategy used a computer vision scheme to detect anomaly
in the networks. The combined method is appropriate and
effective for UAVs since the model implementation does not
need extensive computing resources. However, the time series
approach struggles in its ability to detectall JA signal variants,
while the DL network scheme achieves universal jamming
signal detection but requires high resource overhead. The
authors in [50] focused on ensemble ML techniques to detect
JA signals in wireless communication networks. The
effectiveness of Ensemble Leaming and the XGBOOST -
Ensemble Learning combination at jamming signals detection
was determined from a comparison with existing JAD
approaches. The study approach deployed a widely used
jamming signal detection database: Wireless Sensor Network
Dataset (WSN-DS). The obtained results demonstrate that the
ensemble method, XGBOOST-Ensemble Leaming, is superior
in performance to other tested approaches. However, the
detection technique was not implemented in real-time to assess
a proactive and rapid detection of potential JA signals. Similar
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bottle-necks were revealed by the authors in [27], where hybrid -
distributed technique was deployed to trail and identify jammer
attacks. The JAD method employed an observation approach
that uses a single border node for 3D UAV JA localization
scheme. The evaluation results show that the accuracy of the
localization scheme was highest when compared with other
conventional strategies, which makes it a preferred choice for
JAD task. However, the challenges of high technical
requirement and overhead cost pose threat to its potential real-
world deployment.

3.2 JAC Strategies

An effective JAC strategy is essential for the protection of
UAV’s communication networks from JAs signals, particularly
in military operations and other critical logistics and delivery
services in civil applications[51 - 52]. Some of the earlier JACs
techniques include: spread spectrum techniques, encryption,
redundant communication channels, antijamming antennas,
and autonomous operation [52]. The new JAC strategies
involve both hardware and software solutions, which include:
physical layer-based JAC, deception-based, backscatter-based,
ML-based, game theory-based, and Intelligent Reflective
Surfaces (IRS) techniques. These approaches are discussed as
follows:

a. Physical Layer-Based JAC Techniques: The physical
layer-based JAC techniques such asadvanced spread spectrum,
adaptive beamforming, channel hopping, and MIMO antenna
system mitigate jamming signals by manipulating the
characteristics/features of the desired signal during
transmission and reception. These techniques improve
communication resilience and spatial diversity to interference
and JA effects [S3 - 60]. For instance, the authors in [53]
proposed an uncoordinated spread spectrum technique that
enables jamming-resistant broadcast communication without
shared secret keys between the transmitter and the receiver.
Although uncoordinated spread spectrum can handke an
unlimited amount of JA signals, the implementation is very
expensive. In [54], the authors explored the optimization of
Direct Sequence Spread Spectrum (DSSS) to mitigate JA and
prevent severe signal degradation. The study examined how the
DSSS employs strategies to improve signal quality in difficult
channelconditions. However, the study was not extended to the
highly sensitive communication channels of UAVs. The
authors in [55] developed an intelligent transmitter that
performs pulse-shaping to mitigate single tone JA signals in
time-hopping spread spectrum systems. The results show that
the proposed design performs better than other conventional
waveforms but is unsuitable for mitigating sophisticated or
multiple JA signals. Similarly, the study in [56] proposed an
adaptive channel hopping algorithm for multi-radio
communication to evade JAs using only one-hop
neighbourhood coordination. Although the implementation cost
is very high, the method achieved a significant communication
throughput with low latency and reduced controloverhead. The
study in [57] proposed an evolvable hardware application in
which an evolutionary algorithm is used to configure an
adaptive beamformer to achieve 2 goals: steering nulls toward
JA signals and directing gain toward the desired legitimate

signals. Simulation results show thatevolutionary algorithm is

able to mitigate up to 3 simultaneousJA signals. Although the
findings suggest a promising approach for enhancing wireless

network security, real-world performance wasnot evaluated. In
[58], the authors evaluated 3 beamforming algorithms: Least
Mean Square (LMS), Optimized LMS, and Recursive Least
Square (RLS) algorithms. The ability of these algorithms to

form a beam in the direction of a desired signal and place a null
in the direction of a JA signal was compared through simulation.
Theresults indicated that the RLS algorithm performed best and
is suitable for JAC strategy, although practical validation was
not conducted. The study in [59] examined unimodular MIMO
waveform design forJA mitigation. To reduce the impact of JA,
the approach optimizes the MIMO waveform set to minimize
the correlation and sidelobe energy between the desired and the
JA signals. However, the complexity of the approach makes it
undesirable forUAV applications. The authors in [60] proposed
a minimum mean square error algorithm combined with
Adaptive Side Lobe Cancellation (ASLC) and Frequency

Diverse Array (FDA) MIMOto achieve a superior JAC strategy.
Simulation results verified the effectiveness of FDA-MIMO,

but without a practicalassessment. To enhance the reliability of
wireless communication systems under JA threats, the authors

in [61] introduced a power-control algorithm based on Model
Predictive Control (MPC) principles. The approach models the

communication system as a linear control system, using the

current Signal-to-Jamming-and-Noise-Ratio (SINR) to predict
future system states and transmission power over a defined

horizon. Simulation results indicate that the MPC-based
algorithm outperformed traditional adaptive power-control
schemes, offering faster response times to JA variations and
improved communication reliability. However, the study does

not evaluate whether this response speed is adequate for UAV
applications. The authors in [62] formulated an Interactive

Reward Region (IRR) characterization problem in which a

UAV and a jammer competitively adjust their transmit power
and mobility to maximize individual rewards. Simulation

results revealthat jointly optimizing the UAV’s transmit power
and trajectory optimization enlarges the IRR, while increased

mobility and longer flight time further improve the UAV’s

reward. Nonetheless, the study lacks real-world or field
validation.

b. Deception-Based JAC Techniques: Deception-based
techniques are designed to confuse or mislead the jammer,
making it difficult for the attackerto effectively disrupt the
UAV's operations. This technique involves creating false
signals or mimicking legitimate communications to mask the
true signal. The authorsin [19] approach the JA problem by
intentionally modifying the legitimate information, makingthe
network to create irregular ambiguity to mislead the adversary
jammer and in this way, prevent network jamming. This
strategy improves network security and robustness. However, it
is not suitable for non-reactive jammers and cannot overcome
sophisticated smart jammers. The study in [63] employed a
deception technique thatis based on renowned military ta ctics.
The strategy was employed to mitigate reactive JAs operating
with a very low power known for its hard-to-detect
characteristic. The strategy effectively mitigates reactive JAs,
but is however not suitable against non-reactive jammers.
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Another deceptive approach used by the authors in [64]
deceives the attacker into directing an attack towards a victim
channel while simultaneously preserving the legitimate users’
communications in another channel. The network attained
improved throughput under reactive JAs signals. However,
non-reactive jammer types were not assessed. Similarly, the
authorsin [20] worked on a smart hybrid deception and ambient
backscatter communication-based technology. The study
through deception, motivates the RF signal jammer to
continuously attack a channel which contains fake
transmissions. The approach leverages on jamming signals to
transmit desired legitimate RF signals safely. The transmitter
achieves an effective performance with a lower Bit Error Rate
(BER) at high jamming signal power during channel attack.
However, the approach cannot deal with multiple malicious
attacks. The study in [65] introduced a dual-UAV strategy for
securing wireless communication network. In this approach, a
UAV sends confidential messages to a legitimate user while
anothercooperative UAV confuses the attackerby transmitting
artificial noise signals. The deception-based technique deals
successfully with reactive jammers and enhances the resilience
of UAV communication systems by making it significantly
more difficult forjammers to interfere with or hijack the UAVs.
However, the proposed JA mitigation strategy is not suitable for
lone UAV applications.

c¢. Backscatter-Based JAC Techniques: The backscatter-
based techniques leverage on the concept of backscatter
communication, where devices reflect existing signals rather
than generate new ones. This approach helps UAVs maintain
communication, even in the presence of jamming signals, by
using passive or semi-passive methods. The study in [66]
proposed using transmitter augmentation with an ambient
backscattertag for defeating intelligent and reactive JA signals
with high power capability. Precisely, during a communication
channelattack by the jammer signals, the transmitter attracts the
jammer by deception to continue its data transmission.
Consequently, the tagreflects or backscatters data signals based
on both the jamming signals and legitimate signals from the
jammer and transmitter, respectively, for the purpose of JAC.
The performance evaluation results show significant
improvement in the system BER and signal throughput.
However, backscattering signals from multiple radio sources
results in higher BER. Similarly, the authorsin [67] introduced
a novel idea for JAC in which a transmitter leverages the JA
signals to transmit legitimate data when a jammer attacks the
channel. The technique known as ambient backscatter
technique uses energy harvested from the jamming signals
during attacks to support the legitimate communication. In
addition, a Reinforcement Learning (RL) algorithm was
deployed, and this enabled the transmitterto obtain the optimal
operation policy through real-time interaction processes with
the attackerin order to effectively deal with the uncertainty
posed by a jammer. The results show the effectiveness of the
JAC technique in JA mitigation, attaining less packet loss and
higher throughputunder powerful JA signals. In another study,
the authorsin [68] deployed an intelligent ambient backscatter
communication approach forenergy efficiency improvement in
a cognitive radio system during jamming signal attacks. The
approach achieved efficient energy management. It was found

that the efficiency reduces if a burst of packets is exchanged
between pairs of nodes. Hence, backscatter-based techniques
provide a stealthy and energy-efficient way to maintain
communication in the presence of JAs, thus enhancing the
robustness of UAV operations in contested environments.

d. ML-Based JAC Techniques: ML-based JAC strategies rely
on advanced algorithms to mitigate JAs in wireless
communication networks, particularly UAV networks. For
example, the authors in [69] modelled the data transmission
problem in a wireless network caused by JA using a Markov
Decision Process (MDP). Subsequently, a modified Q-Leaming
(QL) algorithm was used to improve the transmitted signal’s
throughput and reduce the packet loss through the
implementation of an appropriate mitigation strategy by the
adequately trained transmitter. However, the strategy seemed to
beinadequate undermultiple JAs signals. Similarly, the authors
in [70] investigated the JAC performance of a cognitive radar
under a partially observable MDP model. The study utilized
Deep Q-Network (DQN) and Long Short Term Memory
(LSTM) networks under a range of SNR valuesto compute the
optimal policy. Simulation results confirmed the potential and
success of the strategies. The LSTM using Mellowmax operator
provides strong and robust security system than othernetworks
in simulations. However, a real-world performance evaluation
was not conducted. In a similar manner, the study in [21]
employed a ML-based JAC strategy for cognitive radio
networks to resist aggressive jammers, where both JA signals
and JAC approaches are derived using the game theory
framework of Markov. The approach outperforms existing
strategies used to mitigate JA signals over a wide range of
communication scenarios, but was not assessed practically.
Also, the authors in [71] proposed a cellular system relay
scheme for UAV operation thatis based on Deep RL (DRL) to
improve smart JA signals mitigation. To achieve effective
network protection, this scheme does not require a prior
information of the jammer and the communication network
models. Instead, it relies on the observed current status of the
wireless network and the previous JAC relay experiences. The
strategy achieved improved BER and reduced energy
consumption for the cellular system compared to the existing
scheme. However, it is ineffective whenever the UAV is far
from network attack position. By leveraging on ML-based
countermeasures, UAVs can maintain reliable communication
and navigation, thus ensuring mission success even when
attacked by sophisticated jammers.

e. Game Theory-Based JAC Techniques: The game theory-
based JAC in UAV networks involve modeling the interface
between the jammer (attacker) and the UAV (defender) as a
competitive game. This approach helps in understanding and
predicting the behaviour of both parties and devising optimal
strategies to counteract and minimize the impact of JA signals.
In this scheme, the UAV and the jammer are modelled as
rational players with conflicting objectives: the UAV aims to
maintain a reliable communication while the jammer seeks to
disrupt it. The scheme employs various types of game models
in achieving its countermeasure strategy. For instance,in [72]a
game theory by Markov was proposed to modeland investigate
the JAC approach, and a collaborative algorithm based on
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multi-agent jamming countermeasure was used to attain
enhanced JAC strategy. The approach is superior to
independent QL method in terms of countermeasure
performance. However, the method’s drawbacks are increased
cost and longer mitigation time. Also, from the perspective of a
game, the authors in [73] proposed a multi-user power control
problem in a relay-assisted JAC using the Bayesian 3-layer
Stackelberg game in which legitimate users, relay users and the
jammeractasleaders, vice-leaders, and follower, respectively,
to resist JAs in a wireless network. The approach attamned
effective JAC, but it was found that erroneous allocation of
roles/levels could jeopardize performance. In [74], a stochastic
game framework was used to design and investigate the multi-
user counter-jamming problem in order to obtain an ideal
jamming countermeasure using the proposed joint multi-agent
JAC algorithm. The method achieved higher average PDR than
the tested ML-based and the frequency-hopping methods.
However, it is not cost effective as it requires multiple agents
for improved efficiency. Also, the study in [22] deployed a
game theory-based JAC scheme to identify the best
communication channel for jamming-resistant transmission in
a cognitive radio network using concepts such as defining states,
actions, and players’ rewards. The scheme provides an optimal
channelforthe secondary userto avoid JA signals and improve
the security level of the network. Based on the simulation
results, the scheme’s efficiency in improving the long-term
performance of the network was demonstrated. However, the
scheme is not suitable for multiple secondary users as it would
require larger state and action spaces. Game-theoretic learning
JAC pattern strategy was introduced by the authors in [75]
using Stackelberg, Markov and hyper graph-based JAC game
models. Although, this approach demonstrated a very good
performance, it is hard to implement due to compatibility
challenges arising from using two different game techniques.
Game theory-based strategies are promising and can allow
UAVs to systematically analyze and counteract JAs, thus
enhancingresilience and reliability of UAVs even in contested
environments.

f. Intelligent Reflective Surfaces (IRS) JAC Techniques: An
IRS technique is an emerging technology used to optimize
wireless communication performance. It is a smart wireless
technology that helpsto resist interference caused by JA signals
by intelligently controlling how signals are reflected or
redirected through its surface reflecting elements [76 - 78]. The
authors in [76] used an IRS to prevent JA interference by
adjusting the surface reflecting elements at the IRS. Also, the
power allocation at the receiver base station and reflecting
beam-formingatthe IRS was formulated as a joint-optimization
problem while ensuring that legitimate users have good quality
of service. Performance evaluation results show that the
technique effectively improves both the transmission protection
level and the IRS-assisted JAC system rate compared with
existing solutions. However, the performance of the model
under low-powered jammers and other traditional JA
techniques was not evaluated. Similarly, the authors in [77]
investigated UAV communication networks, where an IRS is
employed to help in the signal transmission between a Ground
Node (GN) and the UAV receiver during JA signals
interference. The averagerate of the UAV communication was

maximized by jointly optimizing the IRS’s passive beam-
forming, the UAV’s trajectory, and the GN’s transmit power.
Moreover, some challenges encountered were overcome using
analternating optimization-based algorithm which employs the
Successive Convex Approximation (SCA) and Semi-Definite
Relaxation (SDR) techniques. The results show that although
the performance depends on the location of the IRS, the strategy
improved the average rate of UAV communication significantly
compared to the baseline strategies. The authors in [78]
proposed an Aerial Reconfigurable Intelligent Surface (ARIS)
for JAC in wireless communications. The ARIS could be
flexibly deployed in the air in order to mitigate JA signals and
enhance effective legitimate communications. In the study, the
location of ARIS is obtained by successive convex
approximation and the reflection beamformeris tackled with
manifold optimization. Evaluation results confirmed its
effectiveness in mitigating JA through an optimized
deployment and reflection of the ARIS. The evaluation results
reveal that by increasing the number of reflecting elements and
with proper deployment,the ARIS can effectively compensate
for unfavourable transmission scenarios and improve the
system’s performance. However, the performance of the
strategy using low or wrongly placed reflecting elements were
not assessed.

3.3 Criteria for
Comparison

JAD/JAC Techniques Performance

The growing diversity of UAV platformsand the sophistication
of modern JA strategies highlight the urgent need for
standardized comparison criteria to evaluate the effectiveness
of JAD and JAC techniques. Such criteria include detection
accuracy and false alarm rate, which ensure reliable
identification of JAs without misclassifying background noise
asJA; latency and Real-Time Responsiveness (RTR), which are
critical fortime-sensitive UAV control loops; and robustness to
different JA variants, since systems must perform consistently
under barrage, reactive, deceptive, or broadband jamming
scenarios. In addition, throughput and PDR serve as key
indicators of how well communication performance is sustained
during jammerattacks, while computationaloverhead isa vital
consideration for UAVs with limited onboard resources and
flight endurance. Finally, scalability and generalizability
determine whether the proposed solutions can be applied across
different UAV platforms, mission types, and operational
environments without extensive reconfiguration. By
embeddingthese evaluation benchmarks into this review study,
a fair, transparent, and reproducible basis for comparing
existing JAD and JAC approachesisachieved. The summary of
JAD/JAC techniques average performanceanalysis is presented
in Table 2.
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Table 2. Comparison of Average Performance Analysis of JAD/JAC Techniques

JAD/JAC Detection  False Latency/ Robustness Throughput/ Computational  Scalability/
Technique Accuracy Alarm RTR to JA PDR Overhead Generalization
Rate Variants
Analytical JAD  Medium High Low Low- Medium High Low
Medium
ML-Based JAD Very High  Low Very Low High High Medium-Low Medium-High
Hybrid JAD High Low High Very High High Low High
Deception- N/A N/A Medium  Medium Medium Medium Medium
Based JAC
Backscatter- N/A N/A Medium  Medium Medium-High  High Low
Based JAC
ML-Based JAC N/A N/A Very Very High High Medium-Low High
High
Game Theory- N/4 N/A Medium  Medium- Medium-High ~ Medium High
Based JAC High
IRS-Based N/A N/A Medium  Medium High Medium-High Medium
JAC High
Physical Layer- N/A N/A High High High High High
Based JAC

4. Future Research Directions

The development of effective JAD and JAC strategies is
important for a secure and reliable operation of UAVs. As
UAVs become more ubiquitous across different sectors, the
need for a robust JA mitigation solution will continueto grow.
The challenge of implementing effective JAD and JAC
schemes for efficient UAV’s communication is greater
compared to executinga JA [79]. Hence, ongoing studies in this
field are vital not only for enhancing UAV capabilities but also
for ensuring that these systems can operate safely in
increasingly contested and complex electromagnetic
environments. Some of the explored solutions will require
advanced signal processing techniques, ML, multi-antenna
systems, cooperative strategies and hardware-based solutions.
The future research areas will focus on developing universal
lightweight and energy-efficient JAD/JAC that can be easily
integrated into existing UAV platforms forthe next generation
of jamming-resilient UAVs. Figure 5 illustrates the future
research directions and the details are contained in subsections
4.1-45.

4.1 Datasets Generation

The unavailability of reliable dataset for effective JAD and
countermeasure design underminesresearch effort, particularly,
in the UAV wireless communication network. As a result of
dataset scarcity, most of the existingresearch studies on UAV’s
JA mitigation approach have focused on specific jammertypes.
Consequently, this deficiency leads to limitations in the JAC

modelsassome of the approaches remained untested or struggle
under unfamiliar single or multiple JA signal types. Hence,
future studies could explore other means of generating reliable
dataset suchas MATLAB and Software Defined Radio (SDR)
platforms for modeling and development of efficient JAD and
mitigation models [80].

4.2 Universal and Sophisticated JAD Technique

The increasing advancement in technology has enabled the
production of low-cost and effective network jammingdevices
[81]. This necessitates the development of efficient, universal
and sophisticated UAV’s network JAD techniques that will be
capable of differentiating between legitimate signals and all
types of intentional JA signals. Also, an efficient JAD algorithm
should be able to identify and discriminate between temporary
network interruption/interference and actual JA signals. This
capability is currently absent in the current studies. Future
research works need to anticipate and counteract increasingly
sophisticated JA strategies.

4.3 Universal JAC Technique

The review and analysis of existing wireless network JAC
strategies indicate that there is currently no single
countermeasure technique that can effectively deal with
multiple types of JAs acting alone or together. The existing
techniques are strategically employed to dealwith a certain type
of network jammers. For instance, the authors in [82] focused
onreactivejammersand as a result, the developed system is not
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effectivein dealing with other sophisticated jammers. Hence,a
single practical JAC solution can be developed to mitigate all
forms of JAs.

4.4 Real-Time JAC Implementation Technique

The power resource constraint in the UAV operations is a major
challenge, primarily due to the limited onboard battery capacity
as well as the high energy demands of various UAV’s
components (propulsion motors, communication systems,
attached sensors and onboard processing units). The power
constraints affect the UAV’s flight time, range, sensor
capability and overallmission performance. In addition to these
already established UAV’s power-driven components, many
existing UAV’s JAC techniques require significant processing
power, making real-time implementation difficult in resource-
constrained UAVs. Hence, future studies on JAC strategy for
UAV’s wireless network should provide very low processing
power for fast-detection and reaction mechanisms that will be
capable of detecting and localizing the jammerin real time.
Consequently, the future implementation of real-time JAC
approach should address power resource constraints that is
essential for improving the overall endurance, reliability and
versatility of UAVs. This is particularly important in
applications requiring extended flight duration, while
protecting the UAVs in challenging network environments.

Datasets Universal JAC

Generation Technique
PROPOSED FUTURE
RESEARCH
DIRECTIONS
JAC Standardized Real-Time JAC
Testing Implementation
Frameworks Technique

Fig. 5 The Proposed Future Research Directions in UAV’s
JAD and JAC Schemes

4.5 JAC Standardized Testing Frameworks

The challenge of evaluating the effectiveness of the already
existing UAV’s JAC strategies under various scenarios using

standardized testing frameworks is attractinga growing interest.

As UAVs become increasingly important across various
domains, there is a multiplicity of approaches geared towards
developing systems to protect UAVs against JA signals. As a
result, there is a need to develop standardized testing

frameworks to ensure improved JAC technologies in UAVs.
The envisaged comprehensive testing frameworks should
include the establishment of benchmarks as performance
baseline metrics. The test should replicate real-world conditions,
including urban, rural, and military battlefield environments,
where different types of JAs might occur. This will ensure that
countermeasures are effective across various operational
contexts. The performance of different JAC strategies can
therefore be determined by comparison against the established
benchmarks in order to determine the most effective JAC
solutions.

5. Conclusion

UAV wireless communication links, which are indispensable
for effective operational control, remain highly vulnerable to
network JAs security threats. These attacks can lead to DoS
conditions with severe consequences such as UAV crashes, loss
of control, or even unauthorized takeover. This paper has
provided a comprehensive survey of UAV applications, their
associated vulnerabilities to JAs, the classification of various
JTs, and the range of JAD and JAC strategies. Among the
detection and mitigation approaches, ML-based techniques
have emerged as the most promising solutions due to their
adaptability, pattern recognition strength, and near-human
decision-making capability. By incorporating benchmarking
criteria such as detection accuracy, false alarm rate, latency,
real-time responsiveness, robustness to JA variants, throughput
or PDR, energy efficiency, and resource overhead, the study has
objectively analyzed existing and emerging JAD/JAC
techniques, and has identified trade-offs to guide the
development of more effective solutions. Furthermore, this
paper highlights the need for creating diverse UAV
communication datasets, developing advanced and adaptive
JAD methods, implementing real-time JAC mechanisms,
establishing universal countermeasure frameworks, and
defining standardized testing procedures for UAV anti-
jamming systems. Addressing these gaps will be pivotal in
ensuring secure, reliable, and resilient UAV operations in the
presence of any kind of JA security threat.
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